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MEDICARE -
3! | COORDINATION
OF BENEFITS

Workers’ Compensation Medicare
Set-Aside Portal (WCMSAP)

Basic Functions
Account Designee

Version 3.1, 3/31/2013
CMS reserves the right to modify this presentation. To ensure you have the most current version, verify that

the version and date on this page match the version and date on the corresponding page of the PDF currently
available on http://www.cms.gov/Medicare/Medicare.html.

Slide notes

Welcome to the Workers’” Compensation Medicare Set-Aside Portal (WCMSAP) Basic Functions & Registration -
Account Designee course.

As a reminder, you may view the slide number you are on by clicking on the moving cursor. Additionally, you can
view the narration by clicking the Closed Captioning [CC] button in the lower right hand corner of the screen.
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Disclaimer

While all information in this document is believed to be correct
at the time of writing, this Computer Based Training (CBT) is for
educational purposes only and does not constitute official
Centers for Medicare & Medicaid Services (CMS) instructions for
the WCMSAP. All affected entities are responsible for following
the applicable CMS instructions found at the following link:
http://www.cms.gov/WorkersCompAgencyServices/.

Slide notes
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Course Overview

* Account Designee

* Role 4 o

= Basic Functions E—
—_

» Registration l
—

Slide notes
This course will describe the role of the Account Designee, the basic functions available to the Account

Designee, and Account Designee registration.
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Account Designee - Role

Account Manager Account Designee
May invite
Account
Designees to May assist
have access to Account Manager
the WCMSAP for in managing
the Account specific account
Manager’s
account

Slide notes

An Account Manager for Corporate or Representative Account types may invite other individuals, known as
Account Designees, to have access to the WCMSAP for the Account Manager's account.

Corporate accounts may have up to 20 Account Designees associated with one WCMSAP account;
Representative accounts may have up to 5.

Account Designees may assist the Account Manager in managing a specific account.

Page 4 of 21



Adobe Captivate Sunday, March 31, 2013

Slide 5 - of 21

" Account Designee - Basic Functions

Account Designee cannot

Account Designee can (to their

* Be associated with multiple WCMSAP * Be an Account Representative for
accounts (if invited by Account Manager any WCMSAP account

* Change personal information * Be the Account Manager for the

* Submit new cases same WCMSAP account

* Perform case lookups and view cases * Invite other users to the WCMSAP

* Update a case (including appending account
documentation) * Update WCMSAP account

* Replace documentation information

* Access alerts

* Update work-in-progress information

Slide notes

Account Designees can: be associated with multiple WCMSAP accounts but only if invited by the Account
Manager for those accounts; change their personal information on the WCMSAP; submit new cases for a given
WCMSAP account;

perform case lookups and view cases with which they are associated (cases submitted by the Account Designee
or assigned to them by the Account Manager); update (append documentation to) a case that they have been
associated with;

replace documentation for cases that they have been associated with; access alerts for cases that they have
been associated with; and update work-in-progress case information for cases that they have created or are
associated with, as assigned by the Account Manager.

Account Designees cannot: be an Account Representative for any WCMSAP account, be the Account Manager
for the same WCMSAP account, invite other users to the WCMSAP account, nor update WCMSAP account
information.
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Account Designee - Registration

Account Designees are required to register once on
the WCMSAP and obtain a Login ID and Password

Account Designee will begin by
clicking URL in invitation e-mail
from cobva@ghimedicare.com

* E-mail contains specific token link
* Token link becomes inactive after 30 days of non-use
» Will also need Passphrase from Account Manager

Slide notes

Account Designees are required to register on the WCMSAP and obtain a Login ID and Password before they
can use the system.

The Account Designee will only register once.
Only one Login ID is needed no matter how many account IDs they will ultimately be associated with.

The Account Designee will begin the registration process by clicking on the URL in the invitation e-mail that was
sent by the Coordination of Benefits Contractor (COBC).

The e-mail will come from cobva@ghimedicare.com.
Ensure that your spam filter software has been updated to allow receipt from this e-mail address.
The URL in this e-mail contains a specific token which grants access to the registration site.

The token link becomes inactive after 30 days of non-use, so it is imperative that the Account Designee registers
as soon as possible after receiving the invitation e-mail.

They will also need the Passphrase that was given to them from the Account Manager which must be entered
during the registration process.
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CIS | vorkers Compensation Medicare Set-Aside Web Portal @

PRI b AATCPZOAT B MITRCA FORTICES
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UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM IS PROHIBITED BY LAW
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3 of Ingident {LH0I) zlleged acodentilinessinjurdinodent at issue, 2nd has been incuded as par of s submission of
the: proposed 3mount fof iz WEMEA to the Centers for Medicare & Wedicald SerAces
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understand all of the Cenbers for Medicars & Mediczid Services in'o

el Fort o wse this Proces
v s gowliorkersComp

LOG OFF IMMEDHATELY If vou o not agres 10 ihe condilions stated intnis waming
| Accept

14 Privacy Act SyStem o7 raconds IS 8 qroun of any records Shoulindiiduals anad under the comeal of 20y F e0era) aqency from which
irdorm ation is ratrieved by the name or other pereonal identfiar of the individual

Frrvacy Folcy User Agregment

Slide notes

Once the URL in the invitation e-mail has been clicked, the Login Warning page will display, detailing the Data
Use Agreement (DUA).

The DUA provides information about WCMSAP security mesaures including access, penalty and privacy laws.

All users must agree to the terms of this warning each time they access the WCMSAP application.
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PRI b AATCPZOAT B MITRCA FORTICES

Login Warnina

UNAUTHORIZED ACCESS TO THIS COMPUTER SYSTEM 1S PROHIBITED BY | AW
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change Infarmzfian, or stempis fo othersse canse damage In the vent of suthorized law enforcement Investigations, and pursiant ;o
any Irad kegal ass, Informatian om hase 2ources may be used 1o help | dentty an indradual 2nd may 0e used for 2gminisiatve,
criminal or ciher ad action

Privacy Act Statament

Thé collaction ¢f this information s authorized by 42 U.5.C.13054BNE). The infarmation collacted will 28 used to identify and reécver past
mistaken Medizare primary oayments 2na o prevant Megicare from making mistakes in the futurs for those Madicare Secondary Paver
situaticns hat conbnue 15 axst.

Anestation of Information

I have submitsd all relevant information obtained andior have knowledge of regarding tis caimant that was generated =tany Sme on or
after the Date . ent (L0 for lleged acodentilinesshnjurdnodent at issue, 2nd has been incuded as par of fhis submission of
e proposed : 1 1o iz A tothe Cenlers for Medicare & Medicaid Barices

The informatior provided is complele, truthful, acowale, and all requirements el forth do use this process. and, | read znd
understand all of the Centers: for Medicars & Mediczid Services in‘ormation al hitpiewer oms. gouliorkersCom

LOG OFF IMMEDNATELY If vou oo not agree to the condilons ststed intnis waming.

14 Privacy Act SyStem o7 raconds IS 8 qroun of any records Shoulindiiduals anad under the comeal of 20y F e0era) aqency from which
irdorm ation is ratrieved by the name or otner pereonal identfiar of tne individual

Frivacy Foicy Vaer Agregmant

Slide notes

Users must review the DUA and click the [| Accept] link at the bottom of the page to continue otherwise they will
be denied access to the WCMSAP site and will be unable to register.
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About This Site How To...

Reference Materals Contact Us

Designee Registration

You have been assigned as a Designee to the following account

Coarporate Name: Company AGC

Account Manager Information:

June Do

Manager

153 Strest

Fowsor, ML 20204
EINTIN: Taantiing

B | 234-0E 1

To sel up & Login ID for you to act as a Designee, you will need the pass-phrase created by the
Account Manager

f you do not have ihe pass-phrase, please contact the above Account Manager

If you have already registered, please visit the Workers' Compensation Medicare Set-Aside Welcome Page at
httpe:fAwerer cob eme hhe gowMVCMSA 1o login

passphrase:

You must read the User Agreement provided in the scrolling box. To accept the agreement, click the chackbox. You must accept and
agree 1o the terms of the User Agreement in order to comtinue through the registration process
Wier and print the aqreement below

Slide notes

If the Account Designee accepts the terms of the Login Warning, the Designee Registration page will display.

The Designee Registration page informs the user that they have been assigned as an Account Designee for the
listed Account ID.
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About This Site

Reference Materals Contact Us

Designee Registration

You have been assigned as a Designee to the following account

Caorporate Name: Company AGT

Account Manager Information:

Jane Lo

Wanager

153 Strest

Fowsor, ML 20204

EIMTIN: Tddantihk

(B0 ) 23426 14
Email; pluc el cun

Telephone: {4

To sel up a Login ID for you to act as s Designee, you will need the pass-phrase created by the
Account Manager

f you do not have ihe pass-phrase, please contact the above Account Manager

If you hsve already registered, please wisit the Workers' Compensation Medicare Sei-Azide Vifelcome Page at
httpe:fAwerer cob eme hhe gowMVCMSA 1o login

b [ ]

passphrase:

You must read the User Agreement provided in the scrolling box. To accept the agreement, click the checkbox
agree 1o the terms of the User Agreement in order to comtinue through the registration process
Wiew and print the agreement below

You must accept and

Slide notes

The Account Designee will enter the Passphrase given to them by the Account Manager.

Note: The Passphrase is case-sensitive. It must be entered exactly as it was given by the Account Manager.
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Enter the IT]

passphrase:

‘You must read tha User Agreement provided in the scrolling box. To accept the agreement, click the checkbox. You must accept and
agree to the terms of the User Agreement in order to continue through the registration process

Yiew and print the agreement below

[ A
User Agreement £
THE FOLLOWING DESCRIBES THE TERMS AND CONDITIONS BY WHICH THE
CENTERS FOR MEDICARE MEDICAID SERVICES (CM3) OFFERS YOU ACCESSTO
THE COORDIMATION CF BENEFITS (COB) SECURE WEB SITE
You must read and accept the terms and conditions contained in this User Agreement
expressly sel out below and incorporated by reference before you may access the COB
Sacure Web site. “

Please chack the fallowing box:

& | accept the User Agreement and Privacy Policy above

Privacy Pobcy User Agreement

Slide notes
The Account Designee must review the DUA, check the box to accept the terms, and click Next to continue.

Page 11 of 21



Adobe Captivate Sunday, March 31, 2013

Slide 12 - of 21

CEMTTRY oot METRCARY § MTINCARY STRVICER

CA7S Workers' Compensation Set-Aside Web Portal @

About This Site Reference Waterials

Designee Personal Information

An aslensk (") indicates a required field

First Name "l ‘ Il [ | Lazl Names +|

E-mail Address: * |]Uhn'='r|| W iteabe o

Phone: * |[ | - [ H l - 9.‘1t.| ]

Mailing Address:

Address Line 1 *| |
Address Line 2; | ]
Gity: ™|
State: 7 |-55Ia{:t- Vl
Zip Code: *| H |

Slide notes

The Designee Personal Information page will display.
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CEMTTRY oot METRCARY § MTINCARY STRVICER

About This Site Reference Waterials Contact Us

Designee Personal Information

An aslensk (") indicates a required field

First Name "l-Jnhn ‘ kl [ | Last Name "l:‘iml—

E-mail Address: * |]Uhn'='r|| W iteabe o

Phone: * .[41[- |;.[832 IJI ginl ] ,-;..-{I_lgg;-'? ]

Mailing Address:

Address Line 1: ™ | 2000 Test Averve |

Address Line 2; | Suie 20 ]

City: ™ |T:r.q.'sm

State: ™ | I4aryland Vl

Zip Code: * | 210k H TG |

Slide notes

Enter the required information and click Next to continue. Note: Required fields are denoted by an asterisk (*).
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Workers' Compensation Set-Aside Web Portal @

About This Site CMS Links Reference Materials Contact Us

Designee Login Information

The security information requested on this page will allow the system to authenticate your identity each
time you log on. This will ensure anly you are provided access and updating priviledges

Help Ahout This Pane

Chouse your Login 1D and password carefully

» Password must be changed every sixty (B0) days.

* Pagsword must consist of at least eight (5) characters

® Pazawnrd must contain at least nne upper-case letter, nne lnwer-rase letter, one numhber, and nne special character
* Password must contain a minimum of four (4) changed characters from the previous password

® Pazawnrd cannnt he changed mnore than nnee per day

* Password must be different from the previous B passwords

* Password cannot contain a reserved word (See Help About This Page for a complete list)

An astensk (") indicates a required field

Login ID * i I
Password * I |
Re-enter Password * I I

Slide notes

The Designee Login Information page will display, where the Account Designee must set up a Login ID and
Password and also select two Security Questions.
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Desighee Login Information

* Password
* Must be changed every 60 days Reserved Words

" Must be 8 characters in length :' Password, welcome, HCFA, CMS,

system, Medicare, Medicaid, temp,
letmein, god, sex, money, quest, 1234,
or f20asya, Ravens, Redskin, Orioles,
bullets, capitol, Maryland, Terps, doctor,
567890, 12345678, root, bossman,
January, February, March, April, May,

" : : June, July, August, September, October,
Does not contain 4 consecutive characters November, December, SSA, firewall,

from the previous password citic, admin, unisys, pwd, security,
76543210, 43210, 098765, Iraqg, OIS,

tmg, internet, intranet, extranet, att,
Lockheed

* Must contain a mix of upper case letters,
lower case letters, and numbers and a
special character

* Cannot be changed more than once per day

* Must be different from the last 6 passwords

* Cannot contain reserved words

Slide notes
When choosing a Password, ensure that it:

is changed every 60 days; is 8 characters in length; contains at least one upper case letter, one lower case letter,
one number, and one special character; is not changed more than once per day;

does not contain 4 consecutive characters from the previous password; is different from the last 6 Passwords;
and does not contain a reserved word (i.e., Password, welcome, hcfa, cms, system, medicare, medicaid,

temp, letmein, god, sex, money, quest, 1234, or f20asya, Ravens, Redskin, Orioles, bullets, capitol, Maryland,
Terps, doctor, 567890, 12345678, root, bossman, January, February, March, April, May, June, July, August,

September, October, November, December, SSA, firewall, citic, admin, unisys, pwd, security, 76543210, 43210,
098765, Iraq, OIS, tmg, internet, intranet, extranet, att, Lockheed).
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Choose your Login ID and password carefully

o Password must be changed every sixty (B0) days.

* Password must consist of at least eight (8) characters

* Password must contain at least one upper-case letter, one lower-case letter, one number, and one special character.
 Password must contain a minimum of four (4) changed characters from the previous password

*® Paszgword cannot be changed more than once per day.

¢ Password must be different from the previous B passwords

o Password cannot contain a resenved word (See Help About This Page for a complete list)

An asterisk (") indicates a required field

Login 1D * | |
Password * | |
Re-enter Password * | |

The Secunty Questions allow you to regain account access if you forget your password. Please note

you provide to these questions should be actual answers and not hints for your password

Choose Securty Questions and Prowde Answers

Security Question 1* [Piease Select "|
Answer 1° [ I

Security Question 2 * lP]ease Select Vl
Answer 2 * | |

(Previous | (Nex)

Slide notes

The Security Questions will be used to assist the Account Designee in regaining account access if they forget
their password.

The answers provided to these questions should be actual answers and not hints for the password.

Enter all required information and then click Next to continue.
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CATS Workers' Compensation Set-Aside Web Portal f(:ﬁ

CFNTTRY hov MEDICARE J LFDNCAS SEPALTT -

About This Site CMS Links How Ta... Reference hiaterials Contact Us

Designee Summary —
Please revizw your personal and legin Information. I you need to change the infor click tha Edit’ button. if you are satisfied with
k the '‘Continue’ button 1o submit your information. Click 'Cancel to cancel the setup process, all data will be lost Print

thiz page for vour records

Personal Information

[ 'Edit : Login ID |I:d|t|
|

Login 10 AATZ3bb

First Hame: John M4 Last Mame Snalh
E-Mail Address hnsrlhg R 4ssnaEles com

Phone 470- 832- 8350 ext HHef
Mailing Address:

Address Lire 1: 200 Test Avenue
Address Line 2 Svite 2-B

City: Tewson

Stata Maryerd

Iip Code: 21204- 3276

[ Frevous | [ submitRegistration

Slide notes

The Designee Summary page will display.

This page provides a summary of the information that has been entered during the Account Designee registration
process.

Review this page for accuracy and completeness.
To make any corrections, click the Edit button next to the section that requires updates.

This action will return the user to the corresponding page.
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About This Site CMS Links Reference Waterials Contact Us

Designee Personal Information

An aslensk (") indicates a requirad field
1

First Name: * | dohn | L] | Last Name "lﬁmr

E-mail Address: * I]':ill b oo

Phone: * (410 |y |z Peser | g foorr |

Mailing Address:

Address Line 1: ™ | 2000 Test Averve |

Address Line 2. [ Suie 2.0 |

City: ™ |T:r.q.'sm

State: ™ | Mayiand *|

Zip Code: * | 210k H TG |

Frevious MNed

Slide notes

Change any of the information as needed and click Next to navigate back to the Designee Summary page.
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How Ta... Reference hiaterials Contact Us

Designee Summary = Print this page
Please revizw your personal and |legin Information. I you need to change the information, click the 'Edit’ button_ i you are satisfied with

the infermation click the 'Continue’ button t¢ submit your information. Click 'Cancel to cancel the setup process, all data will be lost Print

thiz page for vour records

i i Edit
Personal Information Edit Lagin 1D | I

First Mame: John MIEA Last Name' Snulh Login 0 AA123bb

E-Mail Address prvilhign A as=0 ke con

Phone 470- 832- 8350 ext HHef
Mailing Address:

Address Line 10 200 Test Avenus
Address Line 2 Svite 2-B

City: Tewson

State: Maryerd

Iip Code: 21204- 3276

[[Frevous | [ submitRegistration

Slide notes

When all information has been verified for accuracy and completeness, click Submit Registration.
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About This Site CMS Links How To... Reference Materials Contact Us

Thank You

AN i
— Print this page
You have successfully completed registration for the Warkers' Compensation Set-Aside Web site and established yourself as a Designes

for the Account ID. Please print this page for your records

Next Steps

You may now retum to the Werkers’ Compensation Set-Aside Web site welcome page, login using the Login ID and Password you just
A
=uU

created to access accounts associated with yeur 1D

You can visit the Workers' Compensation Medicare Set-Aside Welcome page al hitps: Mewew cob.cms hhs. gow'WCMSAS

Slide notes

The Thank You page will display stating that the Account Designee has been successfully registered on the
WCMSAP.

Click the Workers’ Compensation Medicare Set-Aside Welcome page link to go to the WCMSAP Welcome page
to log in to the site and manage account information.
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MEDICARE -
3! | COORDINATION
OF BENEFITS

':pleted the WCSMAP Basic Functions and Registration -
Designee course. The information in this course can be
ferenced by using the document at the link below.

1 ./7www.cob.cms.hhs.gov/WCIVISA/ help/userManual/WCMSAUserManual.pdf

Slide notes
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